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Advocate’s settlement with OCR
signals a move towards more
aggressive enforcement action
On 4 August 2016 Advocate Health Care Network (‘Advocate’) agreed with the US Office of
Civil Rights (‘OCR’) a $5.55 million settlement following enforcement by the OCR of the Health
Insurance Portability and Accountability Act 1996 (‘HIPAA’) - a record settlement penalty.
Advocate agreed as part of the settlement to a corrective action plan (‘CAP’), perhaps the most
comprehensive in OCR settlement history. Kelly T. Hagan of Schwabe, Williamson & Wyatt
analyse the settlement and the plan, and how they fit into trends around HIPAA enforcement.
The monetary penalty agreed to by
Advocate and the OCR on 4 August
2016 is a new high. But the settlement
is just the latest in an escalating
enforcement trend of larger monetary
penalties, increasing numbers of
enforcement actions, and ever more
comprehensive CAPs demanded by
the OCR¹. This CAP also continues the
OCR’s persistent push for the encryption
of protected health information (‘PHI’)
and stringent control of mobile devices.
The first negotiated seven figure ($2.25
million) fine by the OCR was the CVS
settlement in 2009². Before Advocate,
the previous record fine was established
in 2014: $4.8 million paid by New YorkPresbyterian Hospital and Columbia
University³. There have been 14 sevenfigure settlements since January 20124.
There is no denying a trend toward
larger monetary penalties, particularly
considering the six in 2016 alone in
excess of $1 million⁵. The number of
settlements is also accelerating: the
ten OCR settlements as of August 2016

12

already eclipse the six settlements
reached in 2015⁶. But the difference
between $5.55 million and $4.8 million,
or even $5.55 million and the $4.3
million penalty paid by Cignet in 2011⁷,
while hardly chump change, is not the
whole picture. The amount of an OCR
monetary settlement usually captures
the headlines, but more significant
costs are often found in the CAP,
and the investigatory and settlement
processes leading up to it. Potentially
thousands of hours expended by
workforce members, the engagement
of consultants, attorneys, and technical
experts, and the opportunity costs for
these diverted energies and revenues
can dwarf the monetary fine. This is
almost certainly true in Advocate’s case;
Advocate agreed to a two-year CAP that
appears to be the most comprehensive
in OCR settlement history.
Advocate CAP
Advocate and its subsidiaries comprise
of more than 400 separate treatment
locations, including twelve acute

care hospitals, and one of Illinois’s
largest medical groups⁸. Although the
three separate breaches giving rise
to the settlement all involve a single
subsidiary of Advocate, Advocate
Medical Group (‘AMG’), and one of
AMG’s business associates, the entire
Advocate system is subject to all but
one element of the CAP’s provisions9.
The seventeen-page CAP document
is a detailed procedural blueprint for
achieving compliance system-wide, and
demands a rigorous monitoring and
reporting regimen. On the one hand,
this is not surprising: Advocate is a large,
high-profile provider and has reported
breaches in the past10. But Advocate’s
enforcement history is not exceptional for
a system its size. Rather, Advocate makes
a good choice for statement-making,
as suggested by OCR Director Jocelyn
Samuels’ settlement announcement:
“We hope this settlement sends a
strong message to covered entities that
they must engage in a comprehensive
risk analysis and risk management to
ensure that individuals’ ePHI is secure.
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Aside from the allegation of a failure to conduct
a thorough and comprehensive risk assessment,
these alleged security lapses are fairly specific and
localised. Advocate’s CAP, however, is anything but.

continued
This includes implementing physical,
technical, and administrative security
measures sufficient to reduce the
risks to ePHI in all physical locations
and on all portable devices to a
reasonable and appropriate level11.”
The bill of particulars lodged against
Advocate includes failures to (1) conduct
risk assessments incorporating all its
facilities, IT equipment, applications and
data systems; (2) implement policies and
procedures limiting physical access to
a specific location and its information
systems; (3) safeguard the electronic
PHI (‘ePHI’) of nearly four million patients
accessible at the aforementioned location;
(4) obtain a business associate agreement
from a vendor entrusted with ePHI,
thereby causing ePHI to be improperly
disclosed to the undocumented
business associate; and (5) safeguard
an unencrypted laptop containing more
than two thousand patient files in an
unlocked car. In other words, Advocate
did not do some pretty basic blocking and
tackling: someone physically penetrated
a facility where four laptops were
stolen that contained nearly four million
patient computer files containing clinical
information, health insurance information,
patient names, addresses, credit card
numbers and their expiration dates, and
dates of birth. AMG also failed to obtain
a business associate agreement when
it should have, and an AMG employee
left a laptop containing unencrypted
ePHI in an unlocked car overnight, which
was stolen (the laptop, not the car).
Aside from the allegation of a failure to
conduct a thorough and comprehensive
risk assessment, these alleged security
lapses are fairly specific and localised.
Advocate’s CAP, however, is anything but.
CAP requirements
The CAP requires Advocate to submit
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the below to OCR for its approval. If
rejected, these compliance documents
must be resubmitted until approved:
• a complete and comprehensive
risk analysis encompassing
all of Advocate’s facilities,
electronic equipment, data
systems, and applications;
• an ‘enterprise-wide’ risk management
plan to address the vulnerabilities
and security risks revealed by the
risk analysis. The plan must include
a timeline for implementation,
evaluation, and revision of risk
management policies and procedures;
• a written process for evaluating
environmental and operational
changes that affect ePHI wherever it
may be found in the Advocate system
or in any newly acquired entities;
• a written report concerning
encryption of ePHI on all of
Advocate’s devices and equipment
(e.g. laptops and tablets) that may
access, store, download, or transmit
ePHI, and the total number of
such devices or equipment that
are already encrypted, along with
evidence of such encryption;
• revised policies and procedures
governing the use of the
aforementioned devices and
equipment, identifying criteria
for their use and procedures for
obtaining authorisation to use
such devices and equipment, as
well as the use and security of
personal devices and media utilising
Advocate information systems;
• revised policies and procedures on
physical access to IT systems and
the facilities in which they are housed
to ensure only authorised access is
allowed. Physical security standards
are to be developed and implemented;
• revised policies and procedures
regarding business associates,

including assigning responsibility for
obtaining required contracts, creating
a process for review of all existing
and future business relationships and
negotiating required agreements
prior to disclosure of ePHI, limiting
disclosures to the minimum necessary,
and retention of all required
documentation for six years following
termination of the relationship;
• augmented training programs for all
workforce members with access to
PHI, including all new policies and
procedures resulting from the CAP;
• an internal monitoring system to
ensure compliance with the CAP; and
• a reporting system for workforce
members or business associates
to identify violations of the CAP
or other compliance problems.
Third party assessor for AMG
The CAP makes one requirement
specific to AMG, the epicentre of the
violations giving rise to the settlement:
it must engage a ‘qualified, objective,
independent third-party assessor to
review AMG’s compliance with this
CAP 12.’ This requirement essentially
doubles the monitoring and reporting
requirements for AMG. The assessor
may make unannounced site visits
to AMG, conduct quarterly and
periodic reviews of compliance, and
investigate reports of violations of
the law or the CAP from workforce
members or business associates13.
Conclusion
Big covered entities with big breaches
tend to be fined in large amounts. In this
sense, Advocate’s fine is no surprise.
Rather, Advocate is the ‘poster system’
for a more aggressive enforcement
posture by the OCR: larger fines, more
comprehensive CAPs, and an increasing
emphasis on encryption of PHI and
tighter security for mobile devices.
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